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Notable cyber events in the second half of 2022
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OT Is Everywhere
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IT vs. OT – Commonalities and Differences

• Security – Protection from Cyber Threats
• Availability: 99.8%
• Hardware-Lifetime: ~ 5 years
• Regular system patches
• Loss of information – TCP is taking over
• Anti-Virus protection + EDR
• Encrypted connections
• Password-complexity + MFA
• Active monitoring
• Central visibility

• Safety – Protection of life and limb
• “No disruption, never down”
• Lifetime of production assets: > 20 years
• Windows XP Systems
• Realtime protocols
• Closed systems from Vendors
• Cleartext protocols
• Simple access to systems (Safety!)
• Monitoring capabilities limited
• “Sneaker-Work”

IT OT
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OT Systems Evolution

More Isolation More Connectivity

Examples of Traditional OT Systems
• Supervisory Control and Data Acquisition (SCADA)
• Industrial Control Systems (ICS)
• Programmable Logic Control (PLC)
• Process Control Networks (PCN) – Including Safety 

Instrumented Systems (SIS), Engineer Workstation 
and Human Machine Interface (HMI)

• Distributed Control Systems (DCS)
• Computer Numerical Control (CNC)

Examples of OT-Related Cyber-Physical Systems
• Industrial Robots
• Virtual Reality Manufacturing Simulation Systems
• Self-Optimizing Press-Bending and Roll-Forming Machine
• Adaptable Production Systems
• Energy-Efficient Intralogistics Systems
• Connected 3D Printers
• Smart Grids
• IIoT

OT System
Partially Connected 

to Each Other 

Fully Air-Gapped
OT System

Newly Designed/
Engineered 

Cyber-Physical 
System

“Retrofitted” 
Cyber-Physical 

System Through 
IT/OT Convergence
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Industry 4.0, Digital Transformation, IOT, 5G, NIS2, Compliance,…
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Digitalization…not without cybersecurity

14 sec
a ransomware
attack occurs

5 min
the average time it takes for an 
IoT device to be attacked after 

going online

3.8
Mio USD – average cost of a 

breach

67% 
is the increase in security
breaches over last year

70% 
of the employees don`t

understand cybersecurity

50 days
typically pass between breach
discovery and reporting dates
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Challenges
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• Responsibility

• Speak the same language

• Limited ressources

• Pressure from the Business
o Digital transformation
o IOT / 5G
o Regulatory compliance
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We need transparency
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• “We can’t protect what we cannot see”
• Setting the baseline

o How does my landscape look like?
o Which assets are communicating?
o How do they communicate?
o Are there any anomalies in this communication?
o How is my process configured?
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Goal: Network visualization - Transparency!
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Go deep in details …
Pain Point: Network visualization and monitoring

Nodes Variables
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#1 – Asset Discovery
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#2 – Asset Details
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#3 – Vulnerability Information
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#4 – Anomaly Detection

16

A new communication is 
detected

A ”new node” is identified

A malicious malware 
transfer is detected

Incident details

Single alert details
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… find connection attempts to public internet …
Pain Point: Network visualization and monitoring
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… look back into the past
Pain Point: Network visualization and monitoring
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Result after we have achieved transparency

• Complete Asset Inventory (-> Integration into CMDB?)
• Cyber Threat Protection in realtime
• Integrations with existing systems, automated remediation

o E. g. Firewall- or SIEM systems

• Vulnerability Management
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Global Leadership Footprint
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102M Devices Monitored
Across Converged OT/IoT

Global Customer Base
11K+ Installations

Global Expertise
Worldwide Network of Partners and 
1,800+ Certified Professionals

Scalable Deployments
Across 6 Continents

© 2022 Nozomi Networks Inc.  
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Securing the World’s Largest Organizations

Manufacturing

Chemicals

Water

Airports

Building Automation

Automotive

Smart Cities

Transportation

Logistics

Food & Retail

9 of Top 20
Oil & Gas

7 of Top 10
Pharma

5 of Top 10
Mining

5 of Top 10
Utilities
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Accelerating digital transformation by protecting the world’s critical infrastructure, 
industrial and government organizations from cyber threats.

Security and Visibility for Any Device, Anywhere
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Professional
Services

Certified 
Engineer Training

Customer 
Support

MANAGEMENT OPTIONS
SERVICE OFFERINGS

• ANSSI-certified
• FIPS-compliant

OnePass/
HWaaS

SENSORS

ENHANCED CAPABILITIES

• SaaS
• FIPS-compliant • On-Premises

• FIPS-compliant

Nozomi Networks Solution Portfolio

• Windows
• Apple
• Linux
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Nozomi Networks Strengths
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Central Management 
& Analysis 

Manage any number of sites & 
assets

Cloud Multi-tier 
Architecture 

SaaS platform monitors any 
number of assets and locations 

from anywhere

Agentless Protection
Single Guardian sensor can 
monitor over 500K assets

Sensor Options to Fit 
Your Environment 

Physical, virtual, cloud, edge,
container sensors

Cloud Architecture
SaaS platform speeds onboarding, 

eliminates sizing issues

Industry’s Largest Partner 
Ecosystem and Open API 
Minimizes integration complexity  

Continuous Monitoring 
of All Supported Protocols:

OT, IoT and IT
No critical blind spots

Unmatched Detection & Visibility
Prevents operational disruptions

Audit-ready Default 
Configuration 

Avoids findings due to
misconfiguration

No Reliance on 
Other Vendors
Avoids EOL impacts 

or waiting for patches

Rigorous QA Ensures 
Interoperability and Stability

Improves hardening, scalability, 
rollback, data analysis 

Integrated Development
Extracts the best performance from 

hardware and software

Proven 
Scalability

Faster 
Deployment

Always-On 
Monitoring

Full Stack 
Solution

© 2022 Nozomi Networks Inc.  
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Successful customers: Gartner Peer Insights

Great Ride for a 
Major Rail Operator
Nozomi supported us from the beginning of 
our initiative for improving the visibility of the 
network activity on our Critical OT 
Infrastructure. Their solution has been 
chosen after a long process, including 
evaluation of multiple options over a long 
period of time. The sales, presales and 
delivery team were a big part of the reason 
why we chose Nozomi in addition to the 
technology itself. We are currently rolling 
out the technology over a large rail network, 
and before we took the decision we made a 
thorough Proof of Concept/Value process. 

★★★★★
ROLE: RAIL OT CYBERSECURITY
INDUSTRY: TRANSPORTATION
COMPANY SIZE: 10B – 30B USD

ROLE: INFRASTRUCTURE AND OPERATIONS
INDUSTRY: ENERGY PRODUCTION
COMPANY SIZE: 1B – 3B USD

A CISO Must Have 
for OT Environment
Nozomi Networks is the leader in this 
field. It’s not just a security technology, 
it’s simple a eye wide open into the 
darkness world of the Operation 
Technology. For me as Security Manager 
it’s really a must have!!

ROLE: SECURITY AND RISK MANAGEMENT
INDUSTRY: PROVIDER 
COMPANY SIZE: 250M – 500M USD

More Reviews from Nozomi Networks Customers

★★★★★★★★★★

Nozomi Is Very Easy 
to Use and Its Information 
Can Be Integrated Easily 
Into SIEMs
We use Nozomi for analysis of our OT 
network and we appreciate a lot feedback 
from system and the fact that is very 
powerful system.

https://www.nozominetworks.com/company/customer-reviews/
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Nozomi Networks accelerates digital transformation by protecting the world’s critical 

infrastructure, industrial and government organizations from cyber threats. Our solution 

delivers exceptional network and asset visibility, threat detection, and insights for OT 

and IoT environments. Customers rely on us to minimize risk and complexity while 

maximizing operational resilience.

Thank You!
nozominetworks.com
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